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Discussion

TS 23.335 specifies Ud reference point as supporting notifications functionality which allows a relevant FE to be notified about specific events which may occur on specific user data in the EPS UDR. The events can be changes on existing user data, addition of user data, and so on.
At the same time, TS 23.501 and TS 23.502, specify the Data_Management service in the 5GS UDR that exposes operations for notification regarding modification of data, when data in the 5GS UDR is added, modified or deleted, and an NF needs to be informed about this, due to a previous subscription or due to a local configuration policy in the UDR.
This solution proposes making use of EPS UDR as the data store for 4G subscriptions and 5G UDR for 5G subscriptions, where the “data access provider” as depicted in TS 23.501, is extended to serve as a Data Access Layer offering Nudr and Ud interfaces towards 5GC and EPC respectively. 

Proposal
It is proposed to add the following text to TR 23.732.
Start of Changes

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].




5G Repository: Repository hosting subscription data for 5G UEs
5GS UDR: term used to identify the Unified Data Repository defined in TS 23.501 (clause 4.2.5)

EPS UDR: term used to identify the User Data Repository defined in TS 23.335 (clause 4.2.3).




3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



5GC
5G Core

5GS
5G System

5GS UDR
5G Unified Data Repository
HSS FE
Home Subscriber Server Front End
EPC
Enhanced Packet Core
EPS
Enhanced Packet core System

EPS UDR
EPS User Data Repository

E-UTRA
Evolved Universal mobile telecommunications system Terrestrial Radio Access

UDM
Unified Data Management

Next Change

6
Solutions

6.X
Solution #X: Use of a Data Access Layer for interaction between HSS FE and UDM with separate repositories 
6.X.1
Introduction

This solution applies to Key Issue 1 and describes how HSS FE and UDM interact when data repositories are separate, and N26 interface is used.
6.X.2
High-level Description


6.x.2.1 
Assumptions

It is assumed that:
-
Technologies and protocols to access the data stored in the 5G repository are assumed to be database specific or proprietary, but exposing operations to query, create, delete and update of data, as well as subscriptions/notifications to modifications of such data..

-
5G UEs are assumed to be provisioned in the 5G repository and able to use 4G networks (with the corresponding limitations). 4G UEs are provisioned in the EPS UDR, as of today, but not assumed to be able to use 5G core services.
-
From an authentication perspective, this proposal assumes UDM to be UDM/ARPF as specified in TS 33.501 [x]) and it does not assume separation of authentication logic from the UDM. For EPS authentication, the security architecture specified in TS 33.401 [x] is assumed without changes. This implies execution of any cryptographic algorithms that use the long-term security credentials for authentication in each system to be separate procedures, while the security-related part of the subscriber profiles is assumed to be stored in the 5G repository and the EPS UDR.
Editor’s note: The final procedure is subject to confirmation from SA3.
-
The IMS data for the UEs is assumed to be stored in the EPS UDR.

-
From an IMS interaction perspective, it is assumed that IMS HSS/SLF is a logical entity that can act as an application front end making use of the EPS UDR, following the specification TS 23.335 [3] and implementing Cx/Dx and Sh/Dh interfaces that remain untouched. The colocation of IMS HSS/SLF and HSS FE is an operator option.
NOTE: 
This is considered as a temporary solution in order to cope with the transition of legacy IMS towards a service based IMS, work in progress in TR 23.794 [x].

6.x.2.2
Architectural proposal

This solution makes use of a layer that separates the applications front end logic from the database technology/protocol used, leveraging the authorisation and policing capabilities from Rel-15 data storage architecture, and incorporating additional features to serve interworking with legacy systems.

Hence, in addition to access control for application front ends, policing and offering a common view of the information irrespective of where it is stored, the solution adds protocol conversion between application front ends and the repository, as well as a notifications engine to mimic the relevant notifications that will trigger specific procedures at the different front end applications and related to handovers between one system and the other.

The solution uses similar concepts as the current Solution #1 (“Retrieving subscription data from separate UDR repositories for EPS and 5GS subscription data using a UDR Translation Function (UTF)”), but makes use of different procedures for IMS interactions.
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Fig. 6.x.2.2-1 High level architecture for interaction of HSS FE and UDM with separate repositories
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Fig. 6.x.2.2-2 High level architecture for interaction of HSS FE, IMS HSS/SLF and UDM with separate repositories
6.X.3
Services and Illustrated Procedures

6.x.3.1
General description

The proposed data access layer will subscribe to changes performed in the EPS UDR and 5G repository, issuing some notifications towards the UDM or the HSS FE for specific UEs that may maintain profiles for 4G and 5G. When needed, the Data Access layer translates Nudr operations issued by UDM into Ud requests towards the EPS UDR and vice-versa.
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6.x.3.2
5GS procedures

The procedures specified in TS 23.502 [2] for Registration (4.2.2.2), Deregistration (4.2.2.3), UE Configuration Update (4.2.4), Reachability procedures (4.2.5), Session Management (4.3), and User profile Management (4.2.5) do not change when introducing this solution.
Authentication procedures at registration (step 9 in 4.2.2.2 of TS 23.502 [2]) does not change either when introducing this solution.

Any potential query of information related to the 4G subscription profile of the UE, would imply a mapping/translation of the NUdr_DM_Query in the Data Access Layer to be converted into a Ud query to the EPS UDR. 
6.x.3.3
EPS procedures

EPS procedures, including authentication ones, are not expected to be affected from the point of view of network signalling.

The Data Access Layer will subscribe to changes in the EPS UDR related to 5G subscribers having also 4G profiles in the EPS UDR. When any action is performed at the level of 4G data for the particular UE (like attachment, detachment, etc), the Data Access Layer will issue a notification towards the UDM. UDM will perform any action needed depending on the status of the UE, interworking needed, etc 
This is intended to facilitate the tracking of the subscriber in either system, in order to execute the relevant deregistration in case the subscriber moves from one to the other.
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The Ud Request expected to trigger a notification is Update Data as specified by TS 23.335 [3]. There is no need to notify any query of data performed by HSS FE.
Any potential query of information related to the 5G subscription profile of the UE, would imply a mapping/translation of the Ud Query in the Data Access Layer to be converted into a query to the 5G repository. 
As the technologies and protocols used to access the data stored in the repositories are operator deployment choices, the mapping of the Ud Notify depicted in the previous chart to the Nudr_DM_Notify operation towards the UDM is left as an operator deployment choice in agreement with its vendors.
6.x.3.4
Handover procedures

6.x.3.4.1
5GS to EPS
In 5GS to EPS handovers, the attach in the EPS will generate a Ud Request to modify data by HSS FE followed by a Ud Response by the EPS UDR and a Ud notification to the Data Access Layer. This will trigger a Nudr_DM_Notify to the UDM to indicate the UE is now under EPS control. UDM should in turn modify the location data in the 5G profile and will proceed to deregister the AMF the UE moved from. 
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No other action is expected to be performed by the UDM, and the control by the EPS will proceed as specified in the TS 23.502 [2], clause 4.11.1.2.1, with the difference that the HSS FE will not cancel the location of the AMF during the TAU procedure. 
Instead, the HSS FE will acknowledge the location update to the new MME and proceed as normal and it will be the UDM the one deregistering the AMF following the flow shown before.
6.x.3.4.2
EPS to 5GS
In EPS to 5GS handovers, the registration in the 5GS will generate a Nudr request and subsequent notification when data is stored in the 5G repository. The Data Access Layer will capture that and generate a notification towards the HSS FE indicating the UE has left the EPS. 
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NOTE 1: 
HSS FE subscribed to changes regarding UEs having 4G and 5G profiles.

The procedure follows the specification in TS 23.502 [2] clause 4.11.1.2.2 with the modification that it is the HSS FE the one initiating the relevant cancel location towards the MME node the UE has moved from.
NOTE 2: 
The mapping of the acknowledgement from the 5G repository to the Ud Notify towards the HSS FE depicted in the previous chart is left for implementation based on operator deployment.
As an alternative to the previous flow, the Data Access Layer can modify the UE data in the EPS UDR, which in turn would trigger a notification towards the HSS FE (HSS FE would have subscribed to changes in the EPS UDR). This alternative would save impacts in the HSS FE that would only need to subscribe to changes in the EPS UDR and be notified when the data is updated.
6.x.3.5
IMS interaction 
6.x.3.5.1
Access to IMS data

Access to IMS data for creation, deletion, query and modification follows the specification in TS 23.228 [7] and TS 23.335 [3] by IMS making use of the IMS HSS/SLF functionality (either as a stand alone application front end or collocated with HSS FE).
It is not expected that any of the IMS entities need to interact with UDM, with the exception of the P-CSCF restoration mechanism invoked by S-CSCF, and the T-ADS information retrieval by the IMS AS.

For these specific cases, it is proposed to use the SLF functionality for UE identity to UDM identity or HSS FE identity resolution, according to TS 23.228 [7] clause 5.8.

NOTE 1: 
It is proposed to introduce SLF functionality since the split of UDM and HSS FE will imply multiple addressable location servers for the 5G UEs and these IMS procedures.
NOTE 2:
Since the I-CSCF, S-CSCF and IMS AS will always interrogate the SLF to find the location server serving the UE, the SLF needs to be configured to return the IMS HSS address in first place since it is the front end able to return the IMS profile for the UE.
NOTE 3: 
The evolution of IMS can also imply the IMS profile of the 5G UEs to be moved into the 5G repository. This can impact the way some procedures are executed for the different UEs.
Any Cx or Sh operation triggered by CSCF or IMS AS, except restoration and T-ADS information retrieval, will be handled by the IMS HSS front end (either stand alone or collocated with the HSS FE). 
When UE is registered to IMS, EPS UDR will contain the indication regarding the UE being served or not by EPS, and 5G repository will contain the indication regarding the UE being served by 5GS. This is proposed to be done as per the description in the common procedures, regardless the UE re-registers or not to IMS when moving between the systems (as per clause 5.2.2.4 of TS 23.228 [7]). 
These indications are proposed to be checked when either P-CSCF restoration or T-ADS information retrieval is received by UDM or HSS FE (see next clauses).
In principle, both UDM and HSS FE would not require any additional action than what is described before for the general procedures.
6.x.3.5.2
P-CSCF Restoration procedures
The P-CSCF restoration procedure via UDM is an optional mechanism according to TS 23.380 [8]. 
Option 1: When UDM and HSS FE are split, the preferred P-CSCF restoration procedure would be that performed by detection of the failure by SMF/UPF according to TS 23.380 [8] clause 5.8.3, or using the PCF based P-CSCF restoration as specified in clause 5.8.5 of TS 23.380 [8].
NOTE 1: 
The adaptation of IMS to service based architecture, making use of proper virtualisation/cloud mechanisms for e.g.self-healing, high availability, redundancy, etc, would most likely make unnecessary the use of the current restoration procedures.
Option 2: To enable the P-CSCF restoration via either the UDM or the HSS FE, the SLF functionality is invoked in order to perform a user identity to HSS FE identity or UDM identity resolution.
The SLF will return the list of different servers (UDMs and HSS FEs) that may be in charge of the UE at that point in time, for the S-CSCF to request the relevant P-CSCF restoration mechanism to the relevant entity. This procedure is according to TS 29.228 [x] clause 6.4.
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NOTE 2: 
This assumes that UDM implements the Cx operations SAR/SAA to trigger the P-CSCF restoration. Potential conversion of Diameter Cx operation to an Nudm service operation is out of the scope of this study.
NOTE 3:
It is assumed that S-CSCF is aware of the IMS registration status of the UE prior to request P-CSCF restoration.

Both HSS FE and UDM will check the UE registration status in the corresponding network in order to either execute the procedure (according to TS 23.380 [8]) or reject it.
No other impact is expected for restoration.
6.x.3.5.3
Terminating domain selection information for IMS voice
According to TS 23.501 [6], clause 5.16.3.6, the UDM/HSS shall be able to query the serving AMF for T-ADS related information, and AMF shall respond to the query with the relevant information unless the UE is detached:

-
whether or not IMS voice over PS Session is supported in the registration area(s) where the UE is currently registered;

-
whether or not IMS voice over PS Session Supported Indication over non-3GPP access is supported in the WLAN where the UE is currently registered;

-
the time of the last radio contact with the UE; and

-
the current Access Type and RAT type.

Retrieval of T-ADS information is initiated by the IMS AS.
To retrieve the T-ADS information from either the UDM or the HSS FE, the SLF functionality is invoked in order to perform a user identity to HSS FE identity or UDM identity resolution.

The SLF will return the list of different servers (UDMs and HSS FEs) that may be in charge of the UE at that point in time, for the IMS AS to request the information for access domain selection. This procedure is according to TS 29.238 [x] clause 6.5.

If the UE is attached to IMS via 5GS, the T-ADS information request to the IMS HSS/SLF will end up in a Sh request (UDR/UDA) to UDM, which in turn will invoke the AMF service Namf_MT_ ProvideDomainSelectionInfo as specified in TS 23.501 [6] clause 5.16.3.6 and TS 23.228 [7] annex Y.
The request from IMS AS, when the UE is attached to the EPS, should follow the same procedures as defined in TS 23.228 [7] clause 4.2.4a.
NOTE: 
It is assumed that IMS AS is aware of the IMS registration status of the UE prior to request T-ADS information.
Both UDM and HSS FE will check the registration status in the corresponding network in order to either execute the procedure (according to TS 23.228 [7]) or reject it.
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NOTE: 
This assumes that UDM implements the Sh operations UDR/UDA to trigger the T-ADS information retrieval procedure. Potential conversion of Diameter Sh operation to an Nudm service operation is out of the scope of this study.
6.X.4
Impacts on existing services and interfaces


6.x.4.1
General 

This solution addresses scenarios in which the operator deployment is already a layered architecture according to TS 23.335. Non-layered scenarios would need to migrate towards a layered architecture prior to deploying this solution.
The solution is basically an operator choice restricted to the introduction of a Data Access Layer with the capabilities described in clauses 6.x.3.1 to 6.x.3.4, and does not impact the specified interfaces with new operations.

The solution is also based on network configuration, by including SLF functionality for every IMS operation directed towards a location server (either HSS FE, IMS HSS or UDM). The SLF is configured as the contact point for I-CSCF, S-CSCF and IMS AS, and needs to be provisioned with the list of location servers serving the UEs in the network.

The solution proposes to add information regarding the system registration status, i.e. the system serving the UE: 

-
For 5G profile, this extension can be handled as the resources Amf3GppAccessRegistration and AmfNon3GppAccessRegistration in the Nudr_DM_Update service operation as specified in TS 29.505 [9].
-
For 4G profile, this extension can be mapped to the repository field where MME reference is held. Since the organisation of data in the EPS UDR is not standardised, this mapping would be left for implementation. 

Finally, the solution proposes adding the Sh pair UDR/UDA (Diameter) to UDM as a temporary solution until IMS is adapted to service based architecture or any other solution is specified for T-ADS information retrieval by IMS. 

6.x.4.2
Summary of impacts on UDM

-
For T-ADS information retrieval: Add Sh pair UDR/UDA 

-
For P-CSCF restoration: 

For Option 1, no impact (i.e. make use of PCF based restoration or detection of failure by SMF/UPF)

For Option 2: Add Cx pair SAR/SAA for P-CSCF restoration  

6.x.4.3
Summary of impacts on HSS FE

No impact on network procedures.
Depending on operator choice either:

-
A new subscription/notification interaction between HSS FE and the Data Access Layer in order to be informed when a 5G UE that camped in the EPS has moved back to 5GS system (in order to trigger a cancel location procedure), OR
-
No impact expected, if alternative depicted in clause 6.x.3.4.2 is decided.  
6.x.4.4
Summary of impacts on EPS UDR or 5G repository
The impacts on the EPS UDR or 5G repository are left for implementation, since the protocols and technologies to access their data is implementation specific.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
End of Changes
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